VPN Software Token Installation Guide

Install new Cisco AnyConnect Secure Mobility Client

1. Close all running programs other than this instruction window and/or print instructions.
2. Download and launch the Cisco VPN Client Installer. This can be done by copying or typing the
following link into your web browser: https://iras.exelisinc.com/vpnclient.msi
3. If you get a Microsoft popup that asks if you want to open this file, select Yes.
;.?Google-W'mdow_s cplorer L=JLEL )
Qs Blgsimsaismcomtprdionnd O ~|3[x[[Pang _ e
57 Favorites B Google ‘—[ M v B v @ v Pagev Safetyy Toolsv @~ 2
Done °Intemet|Protected Mode: On Y v H0% v
4. Click on the Run button
File Download - Security Warning
Do you want to run or save this file?
] Name: wpndient.msi
J ’.:Cj Type: Windows Installer Package, 3.34MB
From: iras.itt.com
[ Run } [ Save ] L Cancel J
- While files from the Intemet can be useful, this file type can
@ potentially ham your computer. if you do not trust the source, do not
run or save this software. What's the risk?
5. Click on the Run button again
Internet Explorer - Security Warning
Do you want to run this software?
Mame: AnyConnect Secure Mobility Client
Publisher: Cisco Systems, Inc.
@ More options [ Run ] L Don't Run J
@ While files from the Internet can be useful, this file type can potentially harm
your computer, Only run software from publishers you trust. What's the risk?
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6. Click on the Next button

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

<gack | Next> 3 [ Cancel

7. Click on the button next to “l accept the terms in the License Agreement”
8. Click on the Next button

End-User License Agreement o
Please read the following license agreement carefully Ly
e
Cisco End User License Agreement B
IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. DOWNLOADING, INSTALLING
OR USING CISCO OR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.
CISCO SYSTEMS, INC. OR ITS SUBSIDIARY
LICENSING THE SOFTWARE INSTEAD OF CISCO -
@1 accept the terms in the License Agreement!
() Ido not accept the terms in the License Agreement
Advanced Instaler
<Back | mext> | [ cancel

9. Click on the Install button. It will take from 30 seconds to 1 minute to install.

=~ B
Cisco AnyConnect Secure Mobility Client Setup =50
Ready to Install ,“

The Setup Wizard is ready to begin the Typical installation -
ikl
Click "Install” to begin the installation. If you want to review or change any of your
| installation settings, dick "Back™ Click "Cancel” to exit the wizard.
Advanced Installer
[ <Bace |nstEi ) [ cancel |
—
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10. Click on the Finish button

ﬂ Cisco AnyConnect Secure Mobility Client Setup

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Cancel |

The new Cisco AnyConnect Secure Mobility Client is now installed.
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Installing the RSA SecurlD Software Token Application

1. You Download and launch the RSA SecurID Soft Token Installer. Copy or type the following link
into your web browser: https://iras.exelisinc.com/RSASecurlDToken.msi

2. Save the application do your Desktop

3. If you get a Microsoft popup that asks if you want to open this file, select Yes.

4. Run the application you just saved to the Desktop.

5. Click NEXT on the first screen.

i RSA SecurlD Software Token - InstaliShield Wizard 3

. 4 Welcome to the InstallShield Wizard for RSA

=1 \1 SecurlID Software Token

The InstallShield{R) Wizard will install RSA SecurID Software
Token 4.1 on your computer, To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

P

[ Next > J [ Cancel ]
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6. Choose the first radio button to choose as your region and click NEXT.
| 7 5
i@ RSA SecurlD Software Token - InstallShield Wizard [Z]
Place of Origin '
Select the country from which you ordered the software.
The Securlty Division of EMC
Select Region:
\ You ordered this RSA product from Morth America, South
Ametica, or People's Republic of China {excluding Hong
Kong).
Y¥ou ordered this RSA product from Europe, Africa, or Asia
O Pacific (including Hong Kong, but excluding the remainder of
the People's Republic of China).
[ < Back ]L Next > ] [ Cancel ]
7.

Accept the license agreement by clicking the radio button shown at the end of the red arrow in
the image below. Then click NEXT.

i RSA SecurID Software Token - Install Wizard

License Agreement

Read the following license agreement carefully. -
The Security Division of EMC

R34 SECURITY INC. b

LICENSE AGREEMENT

ERF IMPORTANT EAF

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE INSTALLING,

DOWNLOADING, COPYING OR OTHERWISE USING THE RSA

SOFTWARE .

e T UTEWTMA TUTE ACMTEMENT TR AAMMEOATTAN TTTU M .4
(91 accept the terms in the license agreement
(O 1do not accept the terms in the license agreement

[ < Back ][ Next > ] [ Cancel ]

5|Page

EXELIS



VPN Software Token Installation Guide

8. On the next screen choose TYPICAL for the setup type and click NEXT.
X
RSA]

The Security Division of EMC

i8 RSA SecurID Software Token - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs,

Please select a setup type.

() Typical
The RSA SecurlD Software Token application will be installed. The
Browser Plug-ins will not be installed.

) Custom

Choose which program features you want installed and where they

i

will be installed, Recommended for advanced users,

Next >

Il

[ < Back

J [

Cancel ]

9. Begin the install by clicking the INSTALL button.

i RSA SecurID Software Token - InstallShield Wizard

X

Ready to Install the Program '

The Security Division of EMC

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Il J

< Back Install Cancel

| J (
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10. A screen with a progress bar should come on the screen showing the progress of the install.

|§ RSA SecurlD Software Token - InstallShield Wizard

Installing RSA SecurID Software Token '

The program features you selected are being installed.

The Security Division of EMC

[d]| Please wait while the InstallShield Wizard installs RSA SecurID Software
Token. This may take several minutes.

Status: k

[..-------------------------------l ]

Installshield

wm

11. When the screen changes it should show the next screen that says the install is complete. Click
the FINISH button. Next we will import your software token file into the application.

i RSA SecurID Software Token - InstallShield Wizard (%]

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed RSA SecurID
Software Token. Click Finish to exit the wizard.

[] Launch RSA SecurID Software Token

< Back Finish Cancel
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Retrieve your VPN token seed and import it onto your computer.
Go to your email inbox and open up the email invitation that was sent to you.
Email Invitation:

Hi,

You have been invited to download files by Rob Jones (rob.jones@exelisinc.com).

To download the files, please visit: https://xfer.exelisinc.com/download/33b48167-d026-455f-b518-
eadbbbf001fe

Click on the URL link within your invitation email.

ﬁ Download - Xfer - Windows Internet Explorer

S %https exelising, com V‘ QJ *2 | X |;’~/ | 2
f\?Favorites |£Down|gad-xfer |_| & - B = @a ~ Page -~ Safety -~ Tools - @v
l ... r"EXELIS |

Download
Files
Click on a file name to download it. You may download any of the files listed below.
Name -~  Size MDS& Checksum
[El Randy Payne@exelisinc com_000119840389 sdtid 3 KB 98edesTedebabrescTbTeb30ee3e2407

© 2013 Exelis, Inc.

% Lacal intranst 4 H100%

Right click over the file name and select “ Save Target As..... “ And save the file to your Desktop.

Once you have saved this file to your desktop, you may close out this email.
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Start the RSA SecurlD Software Token application

Start > (All) Programs > RSA SecurlD Software Token > RSA SecurID Software Token.

Click on the RSA SecurlD Software Token and open it up.

I Nmap 4
® Mozlla Frefox |@ Administrative Tools 4

[ Cisco Systems YPN Client »
.i WinSCP @ :

I Notepad++ »
@ ScreenHunter 5.0 Fr |@ Wisdom-soft ScreenHunter 5 Free 4
= [ cisco
All Programs > P@ RSA& fiu RSA SecurlD Token » | #5A i £n

[ @ Token Transfer Utility
@] Log Off @ Shut Down

1 s Start {® 1nbox - Microsoft Out.., @ Wisdom-saoft ScreenH. .,

Choose Option> Import from file

P Import Token

Select taken import methaod:

‘T.
A Import from File - Browse to a file saved

Irnpart From File on your computer (.sdtid extension).

Import from Web - Enter an activation
@ code and URL (if required].

Irnpart from Web | Meed help importing & token?

Cancel
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Find the file you save to your Desktop and open the file.

C:\Documents and Settings\Chris.Vogel\Desktop\Chris.Vogel@exelisinc.com_000118821570.

R Import Token

Import from File

2]

Import From File Enter taken file path or click Browse:

[C:'I,Dn:n:uments and Settings'l,l:hris.'u'u:ngel'l,Deskl:n:np'l,]

@&

Meed help importing from file?

Import from Web

(814 H Cancel ]

m

To complete import af
andy.renauld@exelisinc.com_000119841266.=dtid
file enter a password.

Enter Password: [ ]

o J[_coel |

Enter the password helpdesk and click ok
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RSA SecurID Token (X

Token narmed 000118821570 successfully
imported to Local Hard Crive (RSA),

wWant to change token name?[ Change Mame l

Click Ok

Your token should show a 6-digit token code like below.

000119839085 I‘O.Etions v] (—F>3

( Tokencode: ‘l\

. 112041 |
e e

You are ready to logon with your new token. Go to Logon to the VPN with your new token

v Logon to the VPN with Your New Token
To logon with your new token use the following steps:

1. Close all Windows except the email window with these instructions.
2. Click on the Windows Start button QE“‘“L
3. Click on the Cisco Any Connect Secure Mobility Client icon.
a. If you do not see Cisco AnyConnect Secure Mobility Client on the initial start button

menu, highlight All Programs, then Cisco, then select Cisco AnyConnect Secure Mobility
Client.

53 RSA LDAP USER REMOVE ‘

Fle v Pint v Emil Bun * Open v o
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Windows XP
4. The Cisco AnyConnect Secure Mobility Client will open in the bottom right corner of the
desktop.

(F— —

itftalin AnyConnect

CISCO Secure Mobility Client

Advanced...

5. Inthe white box (Red Circle), type in the following connection string:Usfwa01-
vpn01.exelisinc.com .
6. Click on the Connect button (Green Circle)

—

itfiar]ie AnyConnect
CISCO Secure Mobility Client

w201 -vpn0l, exelisinc. com

Advanced...

7. Make sure to select WEBVPN under Group.

Cisco AnyConnect | Usfwa[]T—vanT.itt |z|

Please enter your username and password,

e Group: WEBVPN |

Username: | |

Password: | |

|Page
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8. Type inyour current user logon ID in the Username field.
(Example: firstname.lastname@exelisinc.com for ITT Exelis users).

Cisco AnyConnect | Usfwam—vpnm.itt |E|

Please enter your username and password,

Group: WEBVPN v|

- Uscrname: | |

Password: | |

[ Ok J [ Cancel l

000119839085 (Options v) &5 &2
Tokencoda:

671439 |
& o) | .
By |, in the password field,

9. Input your RSA Tokencode, from your new soft token
shown below and click OK.

Cisco AnyConnect | usfwa01-vpn01.itt.com |z|

Please enter wour username and password,

Group; WEBYPH |

Username: | test, doe@domain, com |

Passuord: i —

[ o4 ] [ Cancel ]

The first time you use your new token or anytime your PIN is cleared, you will be asked for just
the Tokencode.

10. Your new PIN must be numeric only. You will be asked to create a New PIN. Enter a new
PIN code - 6 to 8 Numbers long (it cannot start with a @ and do not use previous PIN

numbers).

11. Select Continue.

Cisco AnyConnect | USFWAO1-VPNO1.itt.c... (K]

(Options v) €2 J  Answer: B

Tokencode: \ uthentication Message
13| Pa 800 540 ;

E L4 Enter a new PIN having from 6 to & alphanumeric
. (Copy)

characters:

e
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12. You will be asked to re-enter the PIN you created. Enter that PIN again.
13. Select Continue.

Cisco AnyConnect | USFWAO1-VPNO1.itt.c... (K]

(Options v) =52 W nsuer: B |

Tokencode: ‘ Authentication Message
\ 800 540 —

Please re-enter new PIN:
COEB

ERSA B

. m=mom

14. If it says your pin was accepted, wait for your token code to change and then enter the passcode
as your PIN+Tokencode and select Continue.

Cisco AnyConnect | USFWAO1-VPNO1.itt.c... (K]

l@ =52 Answer: } [ ‘
Tokencode: ‘ Authentication Message
[‘ 975 713 r
! PIN Accepted.
c DE l | Wtait For the token code to change,

‘then enter the new passcode:

L5y securip®

Tty I ool

—HOT ITEM

From the time it says PIN accepted, you must wait until the tokencode changes before
attempting to enter your passcode of the PIN+tokencode that is on your RSA Token Software.

15. Once you enter your passcode correctly you will see the following banner. Click Accept.

Cisco AnyConnect

This system is to be used by authorized users only. By continuing to use
this system | acknowledge that | am an authorized user. By logging onto
this system and entering my password | agree to abide by the terms of
the Company's policies on the use of remote access. | acknowledge
that | have read and understand these policies and consent to the
Company's right to access and monitor the system to ensure proper
function.

C[ Accept TbDisconnecl ]
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Need assistance with your new token?

Contact the Enterprise Service Desk:
*  Phone: (888) 281-5849 or (260) 451-6800
=  Email: servicedesk@exelisinc.com

= Web: https://servicedesk.exelisinc.com
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