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1. Security Goals:  CIA Triad
CIA – Confidentiality (privacy), Integrity, Availability

[On the test, weigh answers with respect to the CIA triad]

[On the test, don’t read ANYTHING into the questions.]

[On the test, read the first 10 questions and don’t answer them, come back to them later.]

[On the test, never go back and change answers.]

Security – knowing when critical assets have been compromised

Non-repudiation – independently verify the identity of the message sender (verify, authenticate)

Vulnerability – any condition that leaves a computer system open to attack

Information Assurance – Confidentiality, Integrity, Authentication, Non-repudiation

2. Security Factors:  the Four A’s

AAAA – authentication, authorization, access control, auditing

Authentication – validate identity, username and password

Authorization – registered users, determine user privileges and permissions

Access Control Methods: (for file systems, privileges and permissions)

MAC – Mandatory Access Control (classified DoD data)

DAC – Discretionary Access Control (owner-based)

RBAC – Role-Based Access Control (job function, department, location)

Rule-based Access Control (routers, firewalls, ACL)
ACL – Access Control List (start with no access for Active Directory Group Policy permissions)

Audit – log files, Windows Event Viewer

3. Security Principles

Implicit Deny (start with no access, firewall, servers, routers)

Least Privilege

Need-to-know

PMI – Privilege Management Infrastructure (uses the four A’s)

4. Authentication Factors (prove identify for systems and users)
User ID, Password, Encryption Key, Biometrics (iris scan best), Face Recognition

PIN – Personal Identification Number (password)

KBA – Knowledge-Based Authentication (secret questions)

PII – Personal Indentifying Information

Kerberos Single Sign-On (SSO) – passing tickets (port 88, kpassword port 464, kftp port 6620, 6621, ktelnet port 6623), KDC – key distribution center
Hardware and software Tokens – unique value:  pin, password, user information, USB keys, (CAC smartcard)

Multi-Factor Authentication – use 2, 3, or 4 authentication factors

Mutual Authentication (two-way)

5. Cryptography (increase the work factor to access data for someone who should NOT have access)

Codes – applied to words or phrases

Ciphers – applied to characters or bits

Stream Cipher – by bit or character; message is the same size as the original

Block Cipher – by a fixed block size
Encryption – translates clear-text to cipher-text

Encryption Goals – confidentiality, integrity, non-repudiation (but NOT availability)

Encryption Algorithm (mathematical function)

Hashing Encryption algorithms – one-way, fixed length (digital Signatures), compare the resulting encrypted pattern, like a checksum

MD5 – Message Digest 5 (UNIX password, 128 bit)

SHA – Secure Hash Algorithm (NSA)  (PGP, SSL, TLS, IPSec, 160 bit)

LANMAN – LAN Manager (Microsoft passwords)

NTLM v1, v2 – Windows NT LAN Manager (Microsoft)

Symmetric Encryption Algorithms – same key to encrypt and decrypt (shared key, two-way)

DES – Data Encryption Standard (former government standard, block cipher)

3DES – Triple DES (block cipher, electronic payment industry)

AES – Advanced Encryption Standard (government standard, block cipher)

RC – Rivest Cipher (RC4 -stream, RC5 -block, RC6 -block)

Skipjack (NSA, block cipher)

Blowfish (public domain, block cipher)

CAST-128 – Carlisle, Adams, & Stafford Travars (block cipher)

IDEA – International Data Encryption Algorithm (block cipher, option PGP)

Asymmetric Encryption Algorithms – two keys: public key encrypts, private key decrypts

RSA – Rivest, Shamir, Adelman (government standard, block cipher, PKI)

Diffie-Hoffman – single key exchange method

Elgamal – based on Diffie-Hoffman

Paillier

ECC – Elliptic Curve Cryptography (mobile devices)
DSA – Digital Signature Algorithm

Digital Signature Standard – send a hash message and the public key

– receiver tests for non-repudiation using the public key

– if both parties send a digital signature to one another, then they can send encrypted messages back and forth

6. Security Policy – address the CIA triad

Components – policy statement, standards, guidelines, procedures, verification

Issues – acceptable use, need-to-know, least-privilege, implicit-deny

Categories – system architecture, change management, logs, inventories

Gap Analysis

Network Security Policies – acceptable use, privacy (PII – Personal Indentifying Information), SLA – Service Level Agreement, incident response

Access Control Policies – separation of duties (collusion – need two or more people), need-to-know, mandatory vacation, password, data retention, hardware disposal, data disposal

Human Resources Policies – hiring, non-disclosure agreement, rights of invention, code of conduct, termination

Documentation Policies – standards & guidelines, security classification (public or private), retention, destruction

7. Security Threats

Hacker – malicious intent (black hat)

Ethical Hacker – no malicious intent, security professional (grey hat, white hat)

Social Engineering – trick user into revealing information

Software-based (malicious code attacks) – password attacks, buffer overflows, etc.

ping – Packet Internet Groper

Password attacks – brute force, dictionary, shoulder surfing, phishing

Rainbow tables – complete hashed password tables (365 GB)

UNIX – /etc/passwd, /etc/shadow

Windows – registry file or Active Directory

[Tim: password crackers – Cain & Abel, LC4 – discontinued Symantec product]

Network-based

Eavesdropping attack – sniffing

TCP/IP Hijacking attack – listen to packets, intercept authentication (username and password), privilege escalation (admin access), guess sequence, re-send request

Hardening – use IPSec

Man-in-the-middle attack – TCP/IP hijacking, request a re-send

Hardening – use new version of SSH

Denial-of-Service (DoS) attack – flood (buffer overflow)

Hardening – turn-off ICMP, but then no ping nor traceroute

Reflected DoS

Internet Control Message Protocol (ICMP) flood – ping flood (type 8 echo request, type 9 echo replay, no port used)

Hardening – turn-off ICMP, but then no ping nor traceroute

User Datagram Protocol (UDP) flood – UDP ping flood
File Transfer Protocol (FTP) SYN flood – forged SYN (synchronize packet) messages, but never gets a returned ACK (acknowledge)

Hardening – use SFTR – Secure FTP with SSL (port 989)

Address Resolution Protocol (ARP) poisoning – flood ARP tables with fake IPaddress-to-MACaddress listings (MAC address – Media Access Control address, unique ethernet card number)

Hardening – Do not use DHCP

Domain Name Server (DNS) poisoning and hijacking – attack the URL-to-IPaddress table

Hardening – update DNS software

IP address spoofing – forged IP addresses, external source for an internal address

Hardening – firewall settings, filter incoming traffic, disable IP broadcast addressing

Data Diddling – maliciously edit data

NULL session – weakness in NetBIOS networking protocol, uses RPC – remote procedure call

Hardening – registry and access permissions settings

$IPC – Interprocess communication for hidden admin share (null session, disable NetBIOS over TCP/IP and at firewall)

Hardware-based

Storage media attack (theft, encryption, etc.)

NAS – Network Attached Storage

SAN – Storage Area Network

Universal Serial Bus (USB) drives (use access control & encryption)

Firmware (routers, switches, firewalls, BIOS, printers)

Smart Cards

Malware – malicious software (general term)

Malicious Code Attack – password attacks, buffer overflows, virus, worm, etc.

Virus – requires a host executable

Types – boot sector, companion, file infector, macro, memory resident, polymorphic, metamorphic, stealth

File Types – *.com, *.doc, *.dll, *.exe, *.mdr, *.scr, *.vbs,*.xls, *.zip

Worm – does not need a host, self-replicating on network (*.com, *.exe)

Logic Bomb – event driven (date)

Race Condition – two CPU processes competing to do the same thing

Rootkit – remote user gains administrator access (re-install OS)

Botnet – robot network (used as remote spam servers)

Privilege Escalation – admin access (application updates)

Trojan Horse – forged programs open ports (creates or uses a backdoor port)

Hardening – firewall detection, scan ports for backdoors

8. General Hardening
Remove Vulnerabilities – modify defaults, disable unnecessary services, use access control (accounts, passwords)

Security Baselines

Software Updates and Management

Logs & Audits

UNIX: /var/log/syslog

Windows: \Windows\System32\winevt\logs (Events Viewer)

Services – disable unnecessary services

Windows: services (HTTP, FTP, SMTP, DNS, DHCP)

Novell: NetWare Load Modules (NLMs)

UNIX/LINUX: daemons

Mac OS X: services

Security Template – Standard Configuration settings

NIST – National Institute of Standards and Technology

DISA – Defense Information Systems Agency

NSA – National Security Agency

SSL – Secure Socket Layer  (data is not encrypted; only session state is encrypted) 

Internet Socket – combination of Transport Protocol, IP address, and port number

Local Socket Address – combination of IP address, and port number

Security Zones – external public network, internal private network, DMZ

Harden System using a Bastion Host  (hardened server in DMZ hosting a single application)
internet—firewall—DMZ—firewall—internal_private_network

DMZ servers:  public web, email, DNS, FTP, RAS – Remote Access Server

Personal Firewall Software – blocks:  incoming ports, ping flood, traceroute flood, and network worms; filters email outbound traffic; Windows Personal Firewall Software

Anti-virus software

Virtual Machines (VMware, Citrix)

[Tim recommends protected thumbdrive: Ironkey]

[Tim: Thumbdrive crackers: USB-switchblade, hackblade]

[Tim says that Trusted Solaris is the least vulnerable OS.]

[Tim recommended HijackThis to remove malware.]

[Tim uses AVG Professional anti-virus software.]
TPM – Trusted Platform Module (RSA, dongle or motherboard chip for keys, passwords)

Whole Disk Encryption – Microsoft BitLocker Drive (except Master Boot Record)

ADS – Alternate Data Streams (Microsoft shortcuts, hidden filenames, e.g., chip.txt:maureen.txt)

NTFS – Microsoft New Technology File System (Win NT, 2000, XP, Server, Vista, 7)

9. Hardening Microsoft Directory Services (dynamically allocate IP addresses)

Microsoft Active Directory – domain accounts (username, email address, phone number, location)

LDAP – Lightweight Directory Access Control (port 389, TLS/SSL port 636)

Kerberos-based authentication (port 88)
DNS required

Group Policy – Microsoft centralized network management for active directory (policy templates)

GPO – Group Policy Object  (group policy ACL’s)

SAM – Security Accounts Manager (username, password)

10. Hardening DHCP Servers

DHCP – Dynamic Host Configuration Protocol (automatic IP address assignment) instead of static manual addressing setup on each client (port 67)

Harden, Patch, Backup, Monitor, …

Vulnerability – no authentication

Hardening – specify client MAC addresses (ARP table)

[Could be on a DNS server, but best practice is to NOT.]

11. Hardening Inter-network Devices and Services

LAN – Local Area Network

WAN – Wide Area Network

Hardware – router, switch, proxy server, firewall

Firewall – packet filtering, state inspection, access control, application layer filter, NAT – Network Address Translation

Hardening Switch and Router – use same vendor, network access control policies, whitelist based on IP address and MAC address, firmware updates, remove default password, scan ports, ACL

Proxy server – data cache for internal network users, URL to IP address forwarding

Disable unnecessary services

Appletalk

FTP – File Transfer Protocol (data port 20, control port 21)

SNMP – Simple Network Management Protocol (SNMPv2, uses UDP, no auditing, clear text, used by Microsoft IIS, change default public and private passwords, port 161)

Telnet – terminal emulator (port 23, clear text, replace with SSH, Windows Remote Desktop uses SSH)

Finger – request router information

ICMP – Internet Control Message Protocol (ping, traceroute)

RIP – Routing Information Protocol (uses UDP, no auditing)

NAC – Network Access Control Policy (set security policy and authentication for firewalls and routers)

DMZ – De-Militarized Zone (public-accessible servers)

NAT server – Network Address Translation server, for a single public IP address and many internal private client addresses (clients use DHCP service) (built-in some firewalls and routers)

Static NAT – single external IP address

Dynamic NAT – pool of external IP addresses

Overloaded NAT – single with port address pool

Internet—firewall—DMZ—firewall—NAT_server—internal_private_network

Reserved internal IP addresses:

10.xxx.xxx.xx
Class A
(non-route-able)

172.16.xx.xx
Class B
(non-route-able)

  to 172.32.xx.xx

192.168.xxx.xx
Class C
(non-route-able)

127.0.0.1
(local host, loopback network interface)

Prevents IP spoofing, hides internal addresses

Intranet – private network inside a company (after second firewall, web server, HR, Finance, Engineering)

Extranet – private network between companies, or with suppliers (use VPN tunnels)

VLAN – Virtual Local Area Network (secure, managed routers and switches) (logical network, port-based, MAC address-based, Protocol-based)

Subnet – each with a router or as a VLAN

Network media types (cabling – coax, twisted-pair, fiber-optic)

Fiber-optic is the most secure (between routers and switches)

Twisted-pair is the least secure (LAN between switch and workstations)

Coax vulnerability – leaky RF cable, requires termination 

Cross-talk vulnerability for twisted pair

Vampire-tap vulnerability for coax

Unshielded Twisted Pair (UTP)

Shielded Twisted Pair (STP) – reduce cross-talk

Plenum rating – toxic fumes from burnt cable

Network commands (listings; other flags used to configure – dangerous)

[Windows help flag:  command /?]

[UNIX man pages:  man command]

Windows:
ipconfig /all


arp -a


netstat –nr
(routing table)


netstat –a
(all ports, connections)



route PRINT

UNIX:
ifconfig -a


apr -a


netstat –nr
(routing table)


netstat –a
(all ports, connections)


route –v

Network administrative testing individual IP:  ping, traceroute

Hardening – disable unnecessary services (protocols) and ports, use VLAN instead of SNMP, use SSH instead of Telnet, document architecture and configuration and track changes

12. Hardening DNS and BIND Servers – URL and IP address translation

[Common term is a Domain Controller, and have them in redundant pairs.]

DNS – Domain Name Server (Microsoft, port 53)

BIND – Berkeley Internet Name Domain (UNIX)

FQDM – Fully Qualified Domain Name

DNS has the network hosts table (URL-to-IPaddress table)

Windows:
C:\windows\system32\drivers\etc\hosts

UNIX:
/etc/hosts

(NAT has the IP address tables)

(ARP – Address Resolution Protocol (IPaddress-to-MACaddress table))

Vulnerabilities – no authentication

Domain Name Kiting – re-registering name during 5-day grace period

Hardening – domain name expiration dates

Domain Name Tasting – use common URL misspellings

IP address Spoofing (re-direction)

TCP/IP Hijacking (re-direction)

Poisoning (re-direction to nonexistent IP address)

Cache corruption

Unauthorized zone transfer (intercept IP tables)

Man-in-the-Middle
DoS, DDoS

Hardening – disable unnecessary services (protocols) and ports, update DNS software

Secure DNS – not backwards compatible

Port 53 DNS requests:

53-UDP – client-to-server (DNS queries)

53-TCP – server-to-server (zone transfers of IP tables)

13. Hardening Web Servers

HTTP – Hypertext Transfer Protocol (stateless protocol, port 80)

HTTPS – HTTP Secure (Microsoft, block encryption, SSL-tunnel, port 443)

S-HTTP – Secure HTTP (less popular, only headers encrypted, port 80)
HTML – Hypertext Markup Language

Authentication types – address-based, anonymous, basic, digest, certificates, form-based

Web Servers:  Apache (HTTP), Tomcat, Glassfish (Sun/Oracle), Oracle Application Server (OAS, old), WebLogic (Oracle), IIS – Internet Information Services (Microsoft)

Vulnerabilities

Format String (commands on password input, SQL-injections, …)

Weak authentication

Cookies (permanent)

Clear text

Buffer overflow (too much information)

Hardening – input validation (fixed-format length limits), disable unnecessary services and ports, security templates on web server software

14. Hardening Email Servers

SMTP – Simple Mail Transfer Protocol (port 25, no security, add third-party software – PKI, Entrust, PGP)

PGP – Pretty Good Privacy crypto-system (4096-AES encryption, asymmetric cipher, create keys, encrypt, decrypt, web-of-trust, Diffie-Hellman digital signatures)

PEM – Privacy Enhance Email (secure exchange of email)

Client email protocols

POP3 – Post Office Protocol version 3 (retrieve mail from email server, clear text, port 110, SSL port 995)

IMAP4 – Internet Mail Access Protocol version 4 (access email server, encoded SOAP, Microsoft, port 143, SSL port 993)

SPAM – junk email, unsolicited advertisements 

Vulnerabilities – address harvesting, worms, malicious code, SMTP open relay

Hardening – DNS Blacklist (blocking IPs and URLs) and Whitelist (approved IPs and URLs) filters, restrict SNMP to internal network and authenticated clients or disable, disable unnecessary services and ports, use SSL or TLS

[What else is there to use beside Microsoft Outlook and Microsoft Email server that is more secure, since it is so integrated with OS and Microsoft applications?  Only use email client in a web browser, preferably Firefox?  IBM LotusNotes, Eudora, Thunderbird, Linux Evolution?]

MIME – Multipurpose Internet Mail Extensions (attachments)

S/MIME – Secure Multipurpose Internet Mail Extensions (digital signing, encrypted email)

IM – Instant Messaging (attachments, no security, clear text)

Conferencing and Messaging servers are like email servers

Collaboration software

Windows Remote Desktop (RDI protocol, port 3389)

15. Secure File Transfer

Unsecure

FTP – File Transfer Protocol (clear text including username and password, disable anonymous user, hijacking vulnerability, command/control port 21, data port 20)

rlogin – remote login

rsh – remote shell (UNIX)

telnet – terminal emulator (port 23)

rcp – remote copy protocol

Secure

SSH – Secure Shell Protocol (port 22, v1 broken, don’t use v1)

SFTP – Secure FTP (port 115) with SSL (port 989)

slogin – secure login

scp – secure copy

Wget – web page get (download)

cURL – command-line URL

Hardening – Rather use VPN

SIPS – Interprocess Initialization Protocol

[Tim:  in the last big credit card hack, a blind FTP was the weak link.]

[Tim: Cain & Abel is a very powerful hacking tool.]
16. Secure Network Communications – IPSec

ISP – Internet Service Provider (phone company, cable TV, modem-dial-up)

DSL – Digital Subscribers Line (phone company)

ISDN – Integrated Services Digital Network line (old)

IPSec – Internet Protocol Security (open standards, Windows Firewall is a GUI for IPSec)

VPN – Virtual Private Network (default standard for IPSec)
HMAC – Hash Method Authentication Codes (algorithms: MD5, SHA-1)

IPSec encryption:  DES, 3DES

SA – Security Associations

IPSec Modes:  transport (only data, server-to-server), tunnel (header and data, for VPN)

AH protocol – Authentication Header protocol (hash of IP header and data, MD5, SHA)

ESP protocol – Encapsulated Security Payload protocol (also encrypts data, DES, 3DES)
SA – Security Associations (two computers communicate with IPSec)

ISAKMP – Internet Security Association and Key Management Protocol (port 500)
IKE – Internet Key Exchange (create master private keys, generate bulk public encryption keys)

IPSec policies: (three defaults for Windows)

Secure Server
(ESP)

Server
(AH)

Client
(ESP)

17. Secure Wireless Traffic

802.11 protocol (IEEE standards, DSSS, 802.11 b, 802.11g, 802.11n, …)

802.11i protocol – uses WPA2, AES block cipher, TKIP (Temporary Key Integrity Protocol), hardware-based

802.11x protocol – uses PKI and Extensible Authentication Protocol (EAP, too complicated)

802.11p – high-speed vehicles

802.15 protocol – Bluetooth  (Class 1, 2, 3:  1, 10, 100 meters)

SSID – Service Set Identifier (name of wireless LAN, up to 32 characters)

WAP – Wireless Application Protocol (uses WML – Wireless Markup Language; translates between 802.11 and TCP)

WTLS – Wireless Transmission Layer Security

WEP – Wireless Equivalent Privacy protocol (key: Rivest Cipher 4), key flaw

WPA – Wi-Fi Protected Access (key: SHA or AES)

WPA2 – WPA version 2, release 1,2,3 (AES)

WTLS – Wireless Transport Layer Security

WAPs – Wireless Access Points

Hardening – use VPN for wireless

RFID tags – Radio Frequency Identification tags

Bluetooth (802.15, FHSS) vulnerabilities:  blue-jacking (unsolicited message), blue-snarfing (uses bluetooth discovery mode), blue-smaking

Hardening – MAC address filter, disable SSID broadcast, WPA2 encryption, use VPN, personal firewall software

[Tim demo-ed wireless war-driving map at wigle.net]

18. Secure Network Telephony Infra-structure

VoIP – Voice over IP

PBX – Private Branch Exchange (AT&T land-lines; UNIX-based)

CTI – Computer Telephony Integration

19. Secure Remote Access Channel (for tele-commuting, etc.)

Tunneling – data packet transport inside another protocol

RAS – Remote Access Server (gateway for remote dial-in)

RAS Protocols:

PAP – Password Authentication Protocol (HTTP default, clear text passwords)

CHAP – Challenge Handshake Authentication Protocol (Microsoft, compare hash value, protects against re-play attacks)

EAP – Extensible Authentication Protocol (wireless)

Kerberos SSO

VPN – Virtual Private Network (tunneling with data encryption and encapsulation)

VPN Protocols

PPTP – Point-to-Point Tunneling Protocol (Microsoft de facto standard, CHAP or EAP-TLS, RSA RC4 encryption, port 1723)

L2TP – Layer 2 Tunneling Protocol (Cisco, IPSec, port 1701)

SSTP – Secure Socket Tunneling Protocol (uses SSL)

IPSec (see #16)
VPN Security Protocols (for L2TP authentication)

RADIUS – Remote Authentication Dial-in User Service (UDP, no auditing)

DIAMETER – backwards compatible with RADIUS (twice-as-good, IPSec)

TACACS – Terminal Access Controller Access Control System (TCP, too granular)

TACACS+ – update of TACACS (Cisco, encrypted, port 49)

IAS – Internet Authentication Server (Microsoft, Win Server 2003)

NPS – Network Policy Server (Microsoft, Win Server 2008) (RADIUS with auditing)

Vulnerabilities

PPTP flaws – Microsoft LANMAN vulnerabilities

DHCP for remote client – improper configuration

Buffer Overflow

Hardening – network policy, password policy, patches, DMZ authentication server, don’t have loaner PC for VPN use, use VPN rather than RAS

20. Securing Web Applications

Input Validation Attacks (check input format)

SQL-injection

Form-field injection

Command injection

Hardening – Put validation on a proxy server, fuzzing (fuzz testing, random inputs)

[Tim:  see webgoat training application]

Buffer Overflow Attacks

Microsoft patches only partial fix

Hardening – No Execute Bit

Intel eXecute Disable (XDbit)

Microsoft DEP – Data Execution Prevention 

Dell Control Point Manager
Third-Party Software Conflicts (Microsoft DEP and McAfee)

Hardening – Secure Coding Practices

Hardening – OWASP consortium standards

21. ActiveX Security (for dynamic content for web pages)

ActiveX – Microsoft scripting language for web pages (no security)

ActiveX controls – for Microsoft Internet Explorer browser (has links to Windows operating system and same permissions as user login)

Signed ActiveX controls

Vulnerabilities

Buffer Overflows, Input Validation, Man-in-the-Middle, Clear Text, Fake Signature

22. Java Security (for dynamic content for web pages)

Java – portable programming language

Not compiled, rather compressed for a JVM (Java Virtual Machine)

Java Security

Sandbox – protected area of memory (JVM – Java Virtual Machine)

Code Verification

Standard Libraries

Code Signing

Sun Glassfish Enterprise Server web server

Vulnerabilities

Buffer Overflow, Man-in-the-Middle, Injection, etc.

[JAD – Java Decompiler]

23. CGI Scripts Security (for dynamic content for web pages)

CGI – Common Gateway Interface

CGI/PERL scripts

FastCGI

24.  ●Net Framework and C-Sharp (C#) Security (for dynamic content for web pages)

Sun Microsoft Java lawsuit against Microsoft – filed 1997, settled 2001

●Net Framework – Microsoft virtual machine, supports C#, FastCGI, CLI

C# – Microsoft programming language (released 2002), like Java

CLI – Common Language Interface (IEEE standard)

IIS – Microsoft Internet Information Services web server

Vulnerabilities

“C-sharp is sort of Java with reliability, productivity, and security deleted.” – James Gosling, creator of Java

[Interesting free app:  Paint.Net photoshop software]

25. Scripting Attacks  – against web browsers and web servers

Client-side scripting (web browser attack, visible HTML using View, Source)

JavaScript, Actionscript (Adobe Flash), VBScript (Microsoft Visual Basic Script), AJAX (Asynchronous JavaScript and XML)

Server-side scripting (scripting not visible, only see output results)

JSP (Java Server Pages), ASP (Microsoft Active Server pages), ColdFusion (databases), PERL, PHP (Hypertext Preprocessor), Python

Cross-Site Scripting (XSS)

Stored Attack – malicious code uploaded to web server, then user executes it

Reflected Attack – malicious code uploaded to web server, then server executes it (attack directed at its users; may forward results to attacker
Vulnerabilities

Buffer Overflow, Man-in-the-Middle, Injection, etc.

Hardening – Input validation failure logging, memory allocation (for buffer overflows), permissions, code signing, encryption, remove cookies, avoid HTML formatting for inputs

26. Secure Cookies

Cookies store user profile and session information as clear text on the users PC.

HTTPS – only protects during transmission of cookie (SSL)

HTTP-only flag – next to no protection, information sent as clear text

Secure flag – uses HTTPS

Hardening – use both flags and encrypt cookie, do NOT use cookies or delete all cookies

27. Web Browser Hardening (security settings)

Auto Complete – Disable

Popup Blocker – Enable

Automatic Updates – Enable

JavaScript – Disable (prevents images from specific web sites)

Clear Private Data, History, and Cookies by default

Ad filtering – Enable 

Phishing filtering – Enable

Pop-under Ad filtering – Enable

Strong Security Mode – Enable (then add exceptions)

Trusted Sites

Private Browsing

Browsers – Firefox, Apple Safari, Microsoft Internet Explorer (IE)

Other Browsers – Opera, Google Chrome, Mozilla Seamonkey

Vulnerabilities

Do NOT use Microsoft Internet Explorer since it is “integrated” with Windows OS including Visual Basic Scripts, Visual Basic executables, Office Macros, Windows Address Book, Outlook Mail, and OS commands

Hardening – use Firefox (or a better security-hardened web browser?)
Content Advisor

RSAC – Recreational Software Advisory Council

28. Managing Certificates for PKI CA

Certificates – encrypted keys for mutual authentication

PKI – Public Key Infrastructure (asymmetrically encrypted public and private keys, symmetrically encrypted body)

Asymmetric Encryption – two keys: public key encrypts, private key decrypts (only owner of the private key can decrypt)

Encryption, Authentication, Non-repudiation

Manage PKI – install, harden, backup, and restore

Digital Certificate – Digital Signature, public key, identify the owner of the public key

Smartcard – private key that is encrypted with a password

Certificate Authentication versus Username-Password

Single-sided Certificates – only on server

Dual-sided Certificates – on server with user account and user workstation (MAC address)

PKI Components:

CA – Certificate Authority (issues digital certificates, with a centralized server)

Approved authority -- Verisign, Entrust, Thwart, Network Solutions

RA – Registration Authority (middle-man between user and CA)

CR – Certificate Repository (database)

CRL server – Certificate Revocation List server (renew, revoke, expire, suspend; default – send daily)

CA Hierarchy or Trust Model (Root CA has a self-signed root certificate.)

Parent-child hierarchies  –  root CA, private root CA, public root CA, subordinate CA, offline root CA

Root Certificate – highest certificate in the trust hierarchy

[Microsoft Active Directory implementation on Windows Server operating system]

CP – Certificate Policy document with requirements, architecture, etc.

Certificate Practice statements

Certificate Life Cycle – request, issue, publish, renew, revoke/expire/suspend, destroy (longer life-cycle is less secure.)

Vulnerabilities

Un-locked terminals, physical security

Dual Keys – one key pair for encryption and another for non-repudiation

[Tim:  Alt-F4 = kill active window, Windows_key-L = lock screen]

CA Backup and Restore

Key Escrow – storage of private keys, group of private keys encrypted with another public key and its private key is stored with a third party, agents to recover backup keys (on media stored in bank safety deposit box or with a law firm)

M of N control

Alternate: PGP (Pretty Good Privacy) complete crypto-system, but does not have centralized servers and no root authority, web-of-trust

[Tim likes PGP.]

29. Manage Certificate-based Security

Secure Network Traffic (communications)

SSL – Secure Socket Layer protocol

Digital certificate with RSA public key encryption

Establishes secure tunnel

Invokes IPSec with AES encryption

HTTPS – HTTP Secure (uses SSL session, port 443)

TLS – Transport Layer Security (like SSL, not compatible with SSL)

CRL – default is to send entire list daily (renew, revoke, expire, suspend)

Keys are stored locally on the user PC

[Tim: gas pump to cashier link is unencrypted wireless, less user liability with a credit card than a debit card] 

30. Organization Security Policy

Risk Assessment – Risk Analysis

Asset ID and value

Vulnerabilities – physical or non-physical damage to assets

Threats – viruses, intruders, employees (intentional, unintentional), hardware failures, power failures, network access controls, suppliers, natural disasters, local environment

Threat Assessment – which assets exploited by vulnerability

Probability Quantification – by value

Financial Impact – (standard formula) cost-benefit analysis

ALE – Annualized Loss Expectancy (formula)

Countermeasures – risk mitigation, residual risk, insurance, third-party liability, downstream liability, cost-effective solutions, training, testing

Security Policy Compliance

Education, enforcement, maintenance, monitoring, response

Legal Compliance

Government customers, federal and local laws, business partners and suppliers, employee civil rights

Due Care – policy for individuals using and maintaining company hardware and software (prudent person rule)

Due Diligence – implement and maintain security policy, research and address risks and threats

Due Process – fair, respectful, and consistent; presumed innocence, impartial

(see section 6. Security Policy)

[Tim:  Forensics software – Encase (government only), FTK (forensic tool kit), Ontrack (recover data from a hard disk), Backtrack 4 (penetration assessment), port scanner (wireshark)]

[Tim: evidence, first take pictures and pull the power (this saves the swap file)]
Physical Security Compliance

Locks, facility/building access, ID cards, sign-in log, mantraps, biometrics

Theft, corporate espionage, unlocked equipment, tailgating, piggy-backing

Environmental Controls

HVAC – Heating, Ventilation, and Air Conditioning

Pipes, Drains, Lighting

Educate Users

Backup and Recovery

BCP – Business Continuity Plan  (COOP – Continuity of Operations Plan)

DRP – Disaster Recovery Plan

Backup Plan – points-of-contact, network diagram, configuration settings, restore procedure, media & licensing, test

Alternate sites – hot (read-to-go full backup), warm (less than 24 hours to setup), cold (2 weeks to setup) [Tim:  Hotels as an alternate site]

High-availability

Redundancy versus Single-Point of Failure (EXTRA servers, hard disks, ethernet cards, power supplies)

Clustering servers – active/active, active/passive

System configuration settings (save with backup)

Fault Tolerance – identify single-points of failure (hard disks, power supplies)

MTD – Maximum Tolerable Downtime

SLA – Service Level Agreements (hardware, software, network, and IP provider maintenance contracts)

Data Integrity

Secure Backup and Storage Locations

Secure Recovery

Off-site journaling

Backups – full (clears achive bit), differential (changes since last full), incremental (changes since last incremental, clears achive bit)

DLT tape – Digital Linear Tape (backup tape)

LTO tape – Linear Tape-Open (backup tape, IBM, HP)

RAID – Redundant Array of Independent Disks (use to be: Redundant Array of Inexpensive Disks)

[Tim:  disk recovery software – Ontrack, Easy Recovery Pro]

Security Audit

A systemic investigation for assessing and improving the security of a network or system.

Phases:

Pre-scan – set audit bounds, collect data, interviews, list threats, security history (audit logs)

Scan – test for vulnerabilities for computer network and physical security

Post-scan – document results including physical access, storage redundancy, information safety, response plans

User access monitoring – audit logs

Storage and retention policies – how long, storage location, what (include email?), organize

Assessment focuses on assets and vulnerabilities

Penetration test takes advantage of weaknesses

31. Monitor Security Infrastructure

Detection, response, review

Scan for vulnerabilities

The hacking process:

Footprinting (profiling) – (passive), ID target, public data, DNS server address, phone list, dumpster diving

Scanning – network mapping (ping-sweep), valid IP addresses (NAT tables), port scanner, protocol analyzer, war-dialing (phone system), war-driving (wireless access, illegal in Florida)

Enumerating – obtain user credentials

Attacking – attack vectors (damage, disruption, destruction, theft)

Ethical hacking – security professions with no malicious intent

Identify vulnerabilities, penetration testing, vulnerability scanning (white hat, gray hat)

OVAL project – Open Vulnerabilities and Assessment Language (XML standard)

OSSTMM – Open Source Security Testing Methodology Manual

Security utilities – network mapper (nmap, cheops, hping2), port scanner (nmap), password scanner and cracker (Cain & Abel, LC4), packet sniffer (wireshark, ettercap), protocol analyzer (wireshark), vulnerability scanner (nessus, GFI LANguard), audit log checker, etc.

[Tim:  free LINUX iso distribution: backtrack4 with wireshark, nmap]

[Tim:  other utilities, Core Impact, Ettercap, Retina, Nessus, nmap]
Types of vulnerability scans:

General (open ports, …)

Port Scans – TCP scan, SYN scan, UDP scan

Application-specific (passwords, …)

Port Ranges (standard assignments):

0 – 1023
pre-assigned

1024 – 49,151
registered

49,152 – 65,535
dynamic

See www.iana.org/assignments/port-numbers 

[Tim:  Foundstone hacme bank – free download to attack]

32. Monitor Security Anomalies (for intruders)

Monitor Performance – baseline

Zero-Day Threat

Monitoring methodologies

Behavior-based – start with performance baseline, requires successive sys-admin input

Signature-based – update signature database of known attacks

Rule-based – set of rules, requires successive sys-admin input

Anomaly-based – bounds on traffic flow

Network monitoring utilities

IDS – Intrusion Detection System (for un-encrypted data, ONLY)

NIDS – Network-based IDS (passive, network servers, detect attacks from outside)

HIDS – Host-based IDS (active, single web server, in-bound and out-bound traffic)

Application-based IDS (for specific applications, e.g., Oracle, email)

Passive IDS – logs anomalies (NIDS)

Active IDS – has built-in response (HIDS, IPS) (log-off user, lock user accounts, disable web server, re-configure firewall)

IPS – Intrusion Prevention System (active, single specific server)

NIPS – Network IPS

Audit Logs – system log, access log, performance log, DNS log, anti-virus log, firewall log (outbound worm traffic, inbound DoS traffic, successive port scans, outbound Trojan horse traffic)

Honeypot -- (project.honeypot.org), divert attacks from primary web site, legality, entrapment

[Tim: see Spector Control]

33. Managing Security Incidents (response to incidents)

Computer Crime – criminal act using a computer as a source of target

Computer Fraud

IRP – Incident Response Policy (for a security breach)

Response team (primary investigator)

Notification (need-to-know basis)

Response (identify, prioritize, investigate, determine risk, contact security professional and/or police, containment, forensic analysis, recovery, repair, debrief)

Forensics – collect and protect evidence, chain-of-custody (greater than one person), jurisdiction, e.g., hash log file

Evidence Types (admissible in court)

Best

Conclusive

Corroborative

Circumstantial

Computer records are hearsay evidence since no direct observer (court determines if admissible)
Chain-of-custody

Rules of Evidence – reliable, preserved, relevant, properly identified, legally permissible (court determined)

Recovery – damage assessment, expected downtime, conceptual damage (computer information), physical damage (theft)

Reporting – chronology, risk assessment, list of participants, decisions reached, improvements

