Safeboot Implementation Preview – Meeting Notes
· Slides were presented which highlighted the Safeboot implementation strategy including timeline, scope, cost, deployment methods, and support processes. 

· Project scope:

· A scope of about 5,000 laptops has been identified to receive Safeboot before June 30th.  All new and replacement laptops will require Safeboot going forward. Any laptop using Pointsec will need to be converted to Safeboot by 12/31/2010.

· Project Timeline

· The deployment is scheduled to begin on May 8th, 2009. 50% of the initial scope will need to be encrypted by May 30th. 75% will require encryption by June 15th and 100% will require encryption by June 30th.

· Cost

· All laptops identified in the initial scope will have a charge of $31.74 per system. Purchase of licenses for new systems will be charged back quarterly. Maintenance will be charged annually for all active systems using Safeboot. 

· Deployment Methods

· Altiris NS will be used to deploy Safeboot unless otherwise noted by the VC staff. The other method is to deploy using Altiris Deployment Server services. 

· Support Processes

· A comprehensive administrator’s guide has been written which contains all support processes. This will be distributed to the IT VC staff. It is imperative that the VC staff fully understand the support processes.

· Discussion

· Can CPU throttling be enforced in the Safeboot product so that performance issues are held to a minimum?
· Safeboot will rely heavily on disk I/O during encryption and not necessarily CPU. There is no function to throttle disk I/O during encryption.

· Are there issues with using Safeboot on solid state drives?

· Safeboot can be used to encrypt solid state drives however as the drive fills it will slow down considerably.

· If Safeboot cannot encrypt Linux devices, are we to continue using Pointsec?

· We should avoid using Pointsec unless absolutely necessary. Linux comes with an embedded encryption product which can be used until Safeboot is compatible with Linux.

· Is Safeboot CESG approved for using in Defence UK sites?

· Yes, Safeboot is CESG approved (http://www.cesg.gov.uk/find_a/cert_products/index.cfm?menuSelected=1&displayPage=152&id=336)

· Can Safeboot be installed on a system that has hardware encryption enabled?

· Conflict with hardware encryption and Safeboot has not been tested. It play it safe, the recommendation is to NOT deploy Safeboot to devices with hardware encryption enabled.

· Will credit be given back to the VC for Pointsec licenses bought this year?

· No although the cost different between Pointsec maintenance and Safeboot maintenance is expected to wash out these costs.

· Will site administrators get access to the regional account information to uninstall Safeboot?

· Yes, ITT site administrators will be allowed to get the regional administrator credentials.

· How will credentials in the Defense Safeboot environment be managed?

· Defense credentials will be different from Commercial since there are two different Safeboot infrastructures. For additional details on Defense credentials email Brad Marr.

· Can Safeboot be embedded in an OS image?
· No, it is not recommended to embed Safeboot onto an image unless that image will be only used on the same system the image was created from. 

· How will maintenance be handled?

· Maintenance will be charged annually to all systems encrypted with Safeboot. This cost is approximately $5 US dollars per system.

· Which platforms can Safeboot encrypt?

· Windows XP 32 bit (not 64 bit)

· Windows Vista 32 bit and 64 bit

· What is the license cost per system?

· The license cost is approximately $25 USD per system.

· What is the average time to encrypt a system?

· Testing indicates that encryption time can vary from 2 hours to 10 hours. All of this depends on the size of the drive and performance of disk I/O. 

· Are there minimum system recommendations?

· There are not although the older the system, the longer it will take to encrypt initially. 

· Can Safeboot encrypt thumb drives and other hard drives?

· Safeboot has the capability to encrypt thumb drives although that function is disabled. Further testing and planning will be required to use this. Secondary hard drive and external SATA hard drives can and will be encrypted by Safeboot.

· Will Safeboot encrypt eSATA external drives?

· Yes. 

· I expect my environment to change while conducting this deployment. How will we address this when charging back license costs?

· The initial scope was generated based on a snapshot of the environment at a point in time. The list used for the initial deployment will be normalized to ensure the VC is only being charged for what was deployed. 
· Can we begin deployment early?

· VCs can begin their deployment early assuming that they

· Understand and test all support processes

· Coordinate with the ESS team (Brad Marr, Jens Hellström, Eric Haguma)

