Security Training Video Library

The below listed videos are available in the Security (SEC) section of
the Training and Event Management System (TEMS) Database.

Information Security

Video: The DUHs of Security

Summary: * %% % * A humorous and really good information security video using actor
impersonators that was produced by the Commonwealth of Virginia.

Run time: 13:00
TEMS Course number: SEC-00017

Video: Safeguarding Classified Information

Summary: %% % A basic information security video published by the Industrial Security
Oversight Office (ISOO) describing how to safeguard classified national security
information.

Run time: 13:10
TEMS Course number: SEC-00018

Video: Marking Classified Information

Summary: %% % A basic information security video published by the Industrial Security
Oversight Office (ISOO) describing the process of how to mark classified documents
containing classified national security information. For more specific SSD-produced
information regarding portion marking classified documents within the intelligence
community, please refer to TEMS course SEC-00011.

Run time: 20:50
TEMS Course number: SEC-00019

Video: Derivative Classification

Summary: %% % A basic information security video published by the Industrial Security
Oversight Office (ISOO) describing the derivative classification process for classifying
national security information.

Run time: 06:28
TEMS Course number: SEC-00020

Video: Original Classification

Summary: * % A basic information security video published by the Industrial Security
Oversight Office (ISOO) describing the original classification process for classifying national


http://ssdrocsapp3.ssd.de.ittind.com/itt/ssd/hr/tems/Default2.aspx?Category=9

security information by authorized U.S. government Original Classification Authorities
(OCAs).

Run time: 16:04
TEMS Course number: SEC-00021

Video: In the Public Domain

Summary: * %% An information security training brief and video produced primarily for
scientists and engineers to educate them on the dangers, restrictions, and procedures
involved in releasing information about their work on sensitive technologies to the public
and the need for a pre-publication review prior to doing so.

Run time: Brief 15:00/ Video 08:00
TEMS Course number: SEC-00022

Personnel Security

Video: Reporting Requirements — Personal Conduct

Summary: %% %% % A personnel security video about personal conduct issues that need
to be reported to your personnel security officer.

Run time: 6:59
TEMS Course number: SEC-00023

Video: Reporting Requirements — Foreign Contacts

Summary: * %% % A personnel security video about foreign contact issues that need to be
reported to your personnel security officer.

Run time: 15:30
TEMS Course number: SEC-00024

Video: Reporting Requirements — Financial Issues

Summary: % %% % A personnel security video about financial issues that need to be
reported to your personnel security officer.

Run time: 11:09
TEMS Course number: SEC-00025

Video: Polygraph - Your Time Has Come

Summary: %% % A personnel security video which educates you on what to expect when
showing up for your Counterintelligence Scope Polygraph.

Run time: 9:55
TEMS Course number: SEC-00026




Video: Newcomer SCI Orientation

Summary: % %% Training video providing general information about security principles for
personnel new to the intelligence community security environment and the handling of
national security information.

Run time: 26:30
TEMS Course number: SEC-00027

Information Systems Security

Video: Burning Issues

Summary: % % %% An information systems (computer) security video designed to educate
you on proper computer security habits by showing you what not to do and the
consequences of poor computer security practices.

Run Time: 12:20 (after edits)
TEMS Course number: SEC-00028

Video: Sherman on My Mind

Summary: % %% % An information systems (computer) security video designed to educate
employees on what computer mis-use is and the consequences of mis-using company and
government-owned computers.

Run time: 11:15
TEMS Course number: SEC-00029

Video: Ears Looking at You

Summary: %% An information systems (computer) security video spoof of old Dragnet TV
series about a security leak and what caused it.

Run time: 10:44
TEMS Course number: SEC-00030

Video: Just the Fax

Summary: %% An information systems (computer) security video spoof of old Dragnet TV
series about how not following proper security practices when faxing documents can
compromise sensitive information.

Run time: 7:52
TEMS Course number: SEC-00031

Video: Fatal Attachment

Summary: % % An information systems (computer) security video about what happens
when you don’t follow computer security regulations and its impact on the company.



Run time: 28:45
TEMS Course number: SEC-00032

Video: Magnificent Discretion

Summary: * A short information systems (computer) security video providing examples of
people following good computer security practices and includes some tips for you

Run time: 5:04
TEMS Course number: SEC-00033

OPSEC, Counterespionage & Anti-terrorism

Video: Expect the Unexpected — Tips for a Safe Trip Abroad

Summary: * %% % A video about the dangers of elicitation, economic espionage, and
other threats to your personal safety during foreign travel.

Run time: 11:40
TEMS Course number: SEC-00034

Video: The Travel Files

Summary: % % %% A video about the dangers of elicitation, economic espionage, and
technology transfer (and how to avoid them) during foreign travel by industrial contractors.

Run time: 33:08
TEMS Course number: SEC-00035

Video: Foreign Travel Briefing

Summary: * % A foreign travel briefing video which, although a bit dated and produced
for travel to communist countries, still conveys valid principles and information for travel to
any foreign country by cleared U.S. personnel.

Run time: 17:13
TEMS Course number: SEC-00036

Video: The Two Faces of Ana: Model Employee/Cuban Spy

Summary: % % %% % An outstanding counterespionage video on the case of convicted spy
Ana Montes whose motivation was not money but loyalty to a foreign government.

Run time: 23:20
TEMS Course number: SEC-00037

Video: D*I*C*E Reloaded 2006



Summary: % % %% The 2006 DICE (Defensive Information to Counter Espionage)
briefing by highly acclaimed speaker Mr. Ray Semko.

Run time: 46:00
TEMS Course number: SEC-00038

Video: D*I*C*E 2004

Summary: % %% %% The 2004 DICE (Defensive Information to Counter Espionage)
briefing by highly acclaimed speaker Mr. Ray Semko.

Run time: 38:00

TEMS Course number: SEC-00039

Video: Buddy’s Lucky Day

Summary: * %% % A short video about the dangers of sending information electronically
and posting information to the Internet.

Run time: 02:46
TEMS Course number: SEC-00040

Video: Think Before You Respond

Summary: % % % An older short video about the dangers of sending information
electronically and posting information to the Internet.

Run time: 3:11
TEMS Course number: SEC-00041

Video: Bad Characters

Summary: * %% A video about what could happen when you web surf dangerous
websites.

Run time: 8:35
TEMS Course number: COMING SOON

Video: Friend or Foe

Summary: % % A video about the danger of economic espionage and illegal technology
transfer to the U.S. Defense industry.

Run time: 20:00
TEMS Course number: SEC-00042

Video: Something Wasn't Right

Summary: % %% A video about the importance of average citizens reporting suspicious
behavior in countering terrorism and espionage.



Run time: 18:57
TEMS Course number: SEC-00043

Video: The Dark Side of Espionage

Summary: * %% A video about the views and experiences of Christopher Boyce who was
convicted of espionage and the means by which foreign intelligence services target
personnel with access to sensitive information.

Run time: 15:25
TEMS Course number: SEC-00044

Video: Countering Espionage — On Becoming a Spy

Summary: %% % Part 1 of a 3 part series. A video about four past espionage cases
consisting of interviews with convicted spies including insight into their motives and
methods.

Run time: 25:00
TEMS Course number: SEC-00045

Video: Countering Espionage — You Can Make a Difference

Summary: %% % Part 2 of a 3 part series. A video about four past espionage cases
consisting of interviews with convicted spies including insight into their motives and
methods and what you can do to help recognize and catch them.

Run time: 18:35
TEMS Course number: SEC-00046

Video: Countering Espionage — It's Not a Victimless Crime

Summary: %% Part 3 of a 3 part series. A video about past espionage cases with
interviews with the families of convicted spies and how the actions of their loved ones have
affected them.

Run time: 19:51
TEMS Course number: SEC-00047

Video: Risky Business — The Threat from Economic Espionage

Summary: * Learn more about the threats to U.S. businesses and our economy from
economic espionage

Run time: 20:55
TEMS Course number: SEC-00048

Video: Out of Harm's Way



Summary: %% A U.S. Navy self-protection and anti-terrorism video. Although produced
for the U.S. military, this provides valuable tips to any U.S. travelers to foreign countries on
how to recognize, avoid, and respond to terrorist activities.

Run time: 11:20
TEMS Course number: SEC-00049

Video: You May Be the Target

Summary: % %% A DoD terrorism and foreign travel awareness video hosted by actor
Gerald McRaney.

Run time: 10:00
TEMS Course number: SEC-00050

Video: Terrorism Awareness

Summary: *%* A U.S. Army video on the history and organization of terrorism.
Run time: 29:01

TEMS Course number: SEC-00051

Video: OPSEC — A Dramatic Look At the Insider Threat

Summary: % %% %% An award winning OPSEC video presentation produced by
Honeywell featuring fictional character Jim Leak, a staff engineer on a classified project, in
a variety of situations where security is threatened from inside as well as outside of his
facility. In this four-part series, Jim gets into serious trouble because of his vanity and
gullibility.

Run time: 37:00
TEMS Course number: SEC-00052






