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McAfee Endpoint Encryption Overview

The McAfee Endpoint Encryption (MEE) product (formerly known as Safeboot) is the new ITT standard
for full disk encryption (FDE). At this time, only laptops require FDE however the long term goal may be
to encrypt non-mobile devices such as desktops and workstations. Encryption on all laptops is
mandatory which is documented in the ITT IT Security Policy 70-02.

MEE uses AES-256 and RC5-1024 encryption algorithms which provide the strongest data encryption
available today. For more technical details please visit:
http://mcafee.com/us/local content/datasheets/ds endpoint encryption.pdf

All McAfee Endpoint Encryption Documentation is available on the ITT portal:
Collaboration Project: Safeboot - McAfee Endpoint Encryption
https://my.itt.com/portal/server.pt/gateway/PTARGS 32 0 345 0 -

1 47/http;/pcollab.sfdc.ittind.com;11930/collab/do/project/overview?projlD=319799

McAfee Endpoint Encryption Package and Policy Settings

The MEE packages have been prepackaged with the following settings:
e Suppress installation dialogues boxes
e Suppress reboot after installation

It is expected that the end user will eventually reboot after installation or the VC staff will setup a
scheduled reboot using the Altiris toolset.

The MEE policy is configured for mostly the default options with the exception of settings such as “do
not display last logged in user name”. The policy is setup to use the windows integrated login feature
which bypasses the MEE pre-boot screen. All policy settings are controlled by the MEE servers.

McAfee Endpoint Encryption Infrastructure Design

There are two MEE infrastructures — one for ITT Commercial businesses and one for ITT Defense
businesses. The diagram below outlines this.

Site PC Site PC Site PC Site PC
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McAfee Endpoint Encryption Deployment Overview

Deployment of the McAfee Endpoint Encryption software can be conducted in three ways. Both the
Altiris Notification Server (central) and Altiris Deployment Server (local) can be used to deploy this
software. The MEE product can also be installed manually, although this is not preferred.

Deployment Prerequisites

The MEE deployment and tracking will depend heavily on the Altiris NS. As such, every machine must
have the Altiris NS client deployed — NO EXCEPTIONS! Below is a quick reference to the Altiris NS client
and command-line parameters for your region.

Defense: AEXNSC.EXE client location - \\Olaltirisnsna2\packages\NS 6 R8 client\

Command line: Aexnsc.exe -s -a ns="01AltirisNsNa2.de.ittind.com" nsweb="01AltirisNsNa2.de.ittind.com
[Altiris" NOSTARTMENU /s /diags

North America Commercial: AEXNSC.EXE client location - \\Olaltirisnsnal\Altiris NS 6 R8\

Command line: Aexnsc.exe -s -a ns="01AltirisNsNa2.de.ittind.com" nsweb="01AltirisNsNa2.de.ittind.com
[Altiris" NOSTARTMENU /s /diags

EMEA Commercial: AEXNSC.EXE client location - \\Ol1altirisnsnal\Altiris NS 6 R8\

Command line: Aexnsc.exe --S -a ns="46altirisnsemea.emea.itt.net”
nsweb="http://46altirisnsemea.emea.itt.net/Altiris" NOSTARTMENU /s /diags

APAC Commercial: AEXNSC.EXE client location - \\O1altirisnsnal\Altiris NS 6 R8\

Command line: Aexnsc.exe -S -a hs="86altirisnsapac.asia-pac.itt.net" nsweb="http://
86altirisnsapac.asia-pac.itt.net/Altiris" NOSTARTMENU /s /diags

Initial Deployment of McAfee Endpoint Encryption

The initial deployment of MEE will target only those laptops that aren’t encrypted and will be done
primarily from the Altiris NS. A site can opt to use the Altiris DS for initial deployment however you
must inform Brad Marr of this first. A collection in each Altiris NS was created with specific criteria to
identify the candidate nodes to receive the MEE software. The criteria are:

e Laptops only

e Full inventory has been forwarded

e No Pointsec installed on the system
e No Safeboot installed on the system
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TRGXTF USA jhurger
257L0G1 usg joox
2L116F1 USA Joel.Smith
2PLCAGT UsA mdawson
ICKYTH USA snsimrmon
3INT16F1 UsA jcaryer
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"&. Dlaltirisnsnal - Remote Deskto

ITT - Laptops reporting inventory without Pointsec or Safeboot installed

To be in this collection, computer must meet the following criteria: NO Paintsec; HO Safebaot; 15 (Laptop, Mobile, or Hotebook), and HAS reparted file audit inver
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Name Domain User 0S5 Name OS Yersion |IP Address 0S Language

Microsaft Windows <P 10.2.198 61 English (United Ste

Rowsi 1to 1141of 1141
Page: 1 of1

<

Microsoft Windows <P 5.1

Microsoft Windows =P 51 10710241 English (United Stg) =
Microsoft Windows =P 51 102162126 English (United Ste
Microsoft Windows <P 51 10.2.168.3 English (United Ste|
Microsoft Windows xP 51 10.7.78.11 English (United Ste
Microsoft Windows XP 51 10.2192.78 English (United Ste
Microsoft Wyindows <P 51 10.7.96.65 English (United Ste
hicrosoft Windows <P 51 103250 English (United Ste
Microsoft Wyindows <P 51 10.7.61.108 English (United Ste
Microsoft Windows =P 51 10.32.4.175 English (United Ste
Microsoft Wyindows <P 51 10.2.198.82 English (United Ste
Microsoft Windows =P 51 10.101.0.105 English (United Ste
Microsoft Windows <P 51 10.2198.57 English (United Stz

s per page: [ =]
. ¢

Machines in this collection will be associated with the NS deployment task and as they connect the MEE

software is installed in silent mode. The encryption process will not begin until the machine is rebooted.

‘m Dlaltirisnsnal - Remote Desktop

= | B ||

J General | Advanced | Status |

-

| ¥ Enable (currently enabled)

Backage MName: * Safeboot f

Mame: *lSafeboot Install - Silent
Description: Safehoot (EEPCsilentcom, EXE)
Prigrity: INormaI 'l

Go To Package

Program name:

Applies to collections:

Run

 Manual
% 0On a schedule

* |Safeb00t Install

* Safeboot Install

j Go To Program

- silent &

This task will...
¥ Run as soon as computer is notified (only runs ar
[ Rur on a schedule:

At the designated time the server should...
™ Rowsee

e mmeei ke Sl ales Coe L AR

Installation of McAfee Endpoint Encryption

Altiris Notification Server

The MEE software is staged and ready for deployment on the Altiris Notification Server in your region.

Simply just submit a helpdesk ticket to your regional service center requesting deployment of this

software and a member of the enterprise desktop team will assist. When submitting the ticket, ensure

you include the machine name(s) that you would like MEE deployed to.
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Altiris Deployment Server

The following process is for setup and deployment of the McAfee Endpoint Encryption software

on a Altiris deployment server.

1. For Commercial sites ONLY, download the installation-file “EEPCsilentcom.exe” from

\\O1mcsbootnal\packages\ and place it on your Deployment Server.

For Defense sites ONLY, download the installation-file “EEPCsilsentdef.exe” from

\\01mcsbootna2\packages\ and place it on your Deployment Server.

2. On the DS console, create a new folder and name it "SafeBoot”.

-5 Initial Deployment

B[ System Jabs

B[] Backup

[—]@ Emmaboda

[#-[g) Agent Instal

@ Configuration

- () Images

- | Industrskolan

@ pCT

@ RDP

@ Script som e arvands
=g w ¥ Mew Job
-] Standan = =
@ Winkel I"-]Eﬂ.-'-.' Eolder

@ test Mews Job Wizard. ..,
E-(gh] Labs
B (g Samples Import...
----- @ Change Age Export..,
----- @ Change Ags
----- @ Change Age Copy
----- @ Change Age paste
----- 2 Change Age

Rename
> Delete

Permissions. ..
Job Scheduling Wizard. ..
Properties
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3. Create a new job and name it "Install SafeBoot”.
IIIL@ ¥l

@ M5

@ M3 MNET Framework,

@ M3 Access Databases

- M3 Office 2007

@ Oracle Client
t @ Pumprowvning 2

Import. ..

Export...

Copy
Paste

[]---@ Standard App

[]---@ Winkel Rename
..... @ test 'x Delete
[]—--@ Labs
[]—--@ Samples Permissions. ..

""" @3 Change Agent Se Job Scheduling Wizard. ..

4. Highlight the job and in the upper right corner click Add and select “Distribute

Software”.

% Install SafeBoot

Description:

Condition: | [defaul] x| Setuper |
Tazk | Detailz | il il

Create Disk Image. ..
Distribute Disk Image. ..
Scripted 05 Install...

Distribute Sof
Manage SYS Laver...
Computer Group | Scheduled At | Skakus | Condition | Computer Name | IP Address Capture Personality...

Distribute Personality. ..

Modify Configuration, ..

Back Lp Registry...
Bestore Reqgistry,.,

Gek Inventory
Run Scripk...
Copy File ko,
Power Contral...

Wait, .
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5. Click the browse button, browse to the SafeBoot folder and select “EEPCsilentcom.EXE”.

The installation-file is re-packaged to run silent so no extra switches are needed.

Distribute Software

McAfee Endpoint Encryption Administrators Guide v3

Software Package Options

Select a zoftware package and et distribution options.

M ame: I.\S oftwarehS afeBoot\EEPCsilentcom. EXE o | |
g Title: [unknawn package type]
= Description:
Created:
Platfarm:

— Package distribution optior

Password: I Advanced... |

™ Burin quiet mode = Apply to all Lsers

| I Copy all directary files ™| Bopy subdiiectanies |

Package options:

Additional command-line switches:

< Back I Mest > I Finizh Cancel Help

6. NOTE: If your users are NOT local administrators on their machines you need to specify
an account that is a local administrator. Click “Advanced” button.

Distribute Software [ %]

Software Package Dptions

Select a software package and set distribution options.

Marme: I.\Softwale\SafaEoot\EEPCsi\entcom.EXE al
% Title: (unknown package type)
= Description:
Created:
Platform:

— Package distribution oplion:

Pazsywond

™| Buri iry quist mode

= Applyto all users

| I Copy all director files ™| Copy subdirectories

Package options:

Additional command-line switches:

< Back Mext > FEinish Cancel Help
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7. Type in user name, password and confirm it. Do not forget to add domain in front of

user name followed by a backslash. Click “OK”.

Distribute Software Advanced E

% Copy files using Deployment 5 erver then execute
= Copy directly from file source then execute

£ Bun directly from file zource

— Uzer Options

% Specify Lzer

Uszer name: Iemeahfabaltusrsw

Ixxxxxxxxxxxx

Pazzword:

xxxxxxxxxxx:1

Confirmn pazswaord: I

" Fun package in console user session

(] I Cancel | Help

8. Click “Next”.

Software Package Options e w1
Select a software package and set distribution options. \_d
MName: I.\S oftware!5 afeB oot\EE PCailentcom. EXE = |
g Title: [unknown package type]
= Drezcription:
Created:
Platform:

— Package distribution option

Pazsword: I Advanced.. |

= B ity quiet rade = Spply to all users

| [T Copy all directary file: ™| Copy subdiectanies |

Fackage options:

Additional command-line switches:

Finizh Cancel Help
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9. You will probably get this warning. Click “Yes”.

Altiris Deployment Solution E=

:3/ ‘Warning; The File specified {.\SoftwarelSafeBoot EEPCsilentcom, EXE) doesn't appear to be a valid RapidInstall or PC Transplant package.
-

Do wou wank to conkinue with the selection made?

[a]
H “" H H ”
10. Click “Finish”.
Distribute Software
Return codes and Rip and replace options e v
How ghould we rezpond to return codes? A retun code of 0 iz considered . -/l
a success. All ather values are considered a failure, e

Success: (0] [N - |
Drefault: IStop ﬂ

Other returt codes:

Eodel Responze I Fesult | Statuz |

Master Return Codes. .. Add. Hodify. Delete

Re-Dieploy option
’7 v Replay during rip and replace

< Back Hest » | Finizh I Cancel Help

ITT Corporation — Proprietary 10



&
I T T McAfee Endpoint Encryption Administrators Guide v3

11. NOTE: The machine needs a restart in order for the encryption to start. If you want the
machine to restart automatically add a Power Control task to the existing job. You can
also create a separate job with the restart option. Just copy the job and name it

“Install SafeBoot - Force Restart”.

% Install SafeBoot Jobs
Description:

Condition: | (defaul) | Setupr

Task [ Details I ll il
Install Package \Softwareh5 afeB oot\EEPCsilentco.
Create Disk Image..,
Distribute Disk Image. ..
Scripted OF Install...
Distribute Software. .,
Maniage 5¥5 Layer...
Computer [ Group [ scheduled at [ Status [ Condition [ Computer Mame [ 1P Address [ Elapsed”  Capture Personality. ..
Qwuw?FAL—s FALOOO1-O,,. </22/2009 12:43 PM Package installation compl...  {default) 00:00:2¢ Distribute Personality. ..

Modify Configuratian. .,

Back Up Registry...
Restors Registry...

Get Tnwentary
Run Script...
Copy File to. .,

wait, .,

12. If you want to reboot after install, check “Restart” and “Force applications to close
without a message”. Click “Next”.

Power Control

Power Control Options
Select the power control methad

Y " Shut dowin [ available)
" Log off
" wake up [send Wake-On-LaN]

¥ Force applications to cloze withaut a message.

< Back I Hest » I Finish Cancel Help
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13. Click “Finish”.
Power Control E |
Retumn codes and Rip and replace ophions / by
How should we rezpond to return codes? A return code of 0 iz considered -3 )
a success. All other values are congidered a failure.

Succesz: (0] |l

Default: I Stop j

Other return codes:

Eu:udel Rezponze | Rezult | Statuz |

tdaster Return Codes. .. Add... Fiodify... Delete

Fe-Deploy optiohs
v Replay during rip and replace

< Back x> | Finizh I Cancel Help

14. Make sure “Power Control” is the second task to be executed in the job.

Description:
Condition: |[.;|efau|t] x| Setupss |
Tazk | Details | il il

Inztall Package MSoftware'sSafeB oothEEPCailenteo...
Powser Caonbral [Reboat)
Todify.. |
Delete |

15. Associate machines with tasks

ITT Corporation — Proprietary 12
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Manual Deployment

This deployment method should only be used when Altiris NS or Altiris DS cannot be used or if the
machine is offline. Keep in mind that every machine with MEE must connect to the network at least
once to begin the encryption process.

1. For Commercial sites ONLY, download the installation-file “EEPCsilentcom.exe” from

\\O1mcsbootnal\packages\ and place it on your Deployment Server.

For Defense sites ONLY, download the installation-file “EEPCsilsentdef.exe” from

\\01mcsbootna2\packages\ and place it on your Deployment Server.

2. Install MEE software on target machine

3. Once complete, reboot machine to begin encryption process.

Uninstall of McAfee Endpoint Encryption

There are two ways to uninstall MEE from a PC. One is to uninstall from the MEE console and the other
is to uninstall using the MEE boot CD.

Uninstall for networked machines

For machines that are on the network, and require uninstall of MEE, simply just submit a ticket to the
regional service center and an enterprise desktop staff member will associate the uninstall task in the
MEE console. The uninstall process is silent with no forced reboot.

Uninstall for off-network machines
In the event that a machine is off the network, and requires uninstall of MEE, then you must use the

following process.

Prerequisites: To uninstall MEE on a machine not attached to the network, you must have the
Regional McAfee Endpoint Encryption credentials and the McAfee Endpoint Encryption
Authorization code. Both of these can be obtained from the service center.

1. Create a Wintech CD from the wintech.iso located on the file share \\10.32.88.55\packages

2. Boot up off of the Wintech CD on the laptop you plan to uninstall MEE from

3. Select “No” when asked if you would like network support

ITT Corporation — Proprietary 13
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4. Goto the “Go” button at the bottom left of the screen and select “Programs” -> “SafeBoot

Wintech”

|[To direct input to this VM, click inside or press Ctrl+ G, QEHEGO P e -

5. Enterin authorization code and click ok

File Edit View VM Team Windows Help nke | aGgR ODe@s ®

& Windows 3P Ve 3% [FRLIER o e [ server2005EP0 X

SafeTech for Windows
File Disk WinTech ‘workspace Algorithm  View Help

Enter Authorisation Code:

|
Cancel

|21-04-2009 Mot Authorised Mot Authenticated |Alg: Unknow

To direct input to this VM, click inside or press Ctrl+G, [=] @ =] E @& @ @ b bl | E 4
=— = e—
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6. Select the “Wintech” menu and choose the “Authenticate From SBFS” option

e e A N R == =l =

Al & windows xp epo ¢ [ 03EF0 X

safeTech for Windows
File Disk | winTech Workspace Algorthm View Help
Authenticate From SBFS
Authenticate From Database
Authenticate From HP Recovery File

Mount SBFS a5 & Drive:

Reset INTLE Yector
Set safe origial MER.

Remnve EEPE

21-04-2003 |Not Authorised Mot Authenticated [alg: Unknow 7

To direct input to this VM, click inside or press Ctrl+G. 2EEHELO FEE | 4
e ——

7. Click OK at the Select Token screen

© File Edit View VM Team Windows Help

in N t )l G Windows XPEPO 3¢ ||

SafeTech for Windows
File Disk ‘WwinTech Workspace Algorithm  Wiew Help

select Token x|

Cancel

£1s 21-04-2009 [Niot Authorised [Not Autherticated [alg: Unknow

To direct input to this VM, click inside or press Ctrl+G. = @ H E @& 9 i el | A
= ——
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8. Enter your credentials provided for you by the service center

| File Edt View VM Team Windows Help NRE

w1 Windows XP VPN x @ Windows XP EPO ¢ [iR=E0E Seliikd =) b4

SafeTech for Windows
File Disk WinTech Workspace Algorithm  View Help

SafeBoot

User name: |
Pazsward

I~ Change passward

i

21-04-2009 |Mot Authorised [Not Authenticated |[Alg: Unknow 2

To direct input to this VM, click inside or press Ctrl+G. = @ =] E @ 9 @ b b ‘ A
= eee——

McAfee Endpoint Encryption Administrators Guide v3

9. The window below on the bottom right should both show authorized and authenticated. Choose

the Wintech menu and select the “Remove EEPC” option.

= —
©Fle Edt View VM Tem windows Hep - B 0I[D]® | @@ DS QE B E

& Windows XP VPN X a ‘Windows XPEPO ¢ |15 2003EPO X

SafeTech for Windows
File Disk | winTech ‘Workspace Algorithm View Help
Authenticate From SBFS
Authenticate From Database
Authenticate From HP Recavery File

Mount SBFS a5 & Drive

Reset INT13 Yector
Set safe original MER.

Pemove EERC

T L3

To direct input to this VM, click inside or press Ctrl+G. SEHR40E=E=E | EH 4
— A L

|21-04-2009 |awthorised  Authenticated  [Ala: 12 4

ITT Corporation — Proprietary
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10. After the removal process is complete, disconnect the machine from the network and reboot

McAfee Endpoint Encryption Administrators Guide v3

the machine. After the machine is at the Windows desktop, bring up a command prompt,
change directory by typing in cd \”program files\mcafee\endpoint encryption for pc”.

11. Type in “sbsetup —uninstall” at the prompt

P ver Wi T Weiowr fer | B N(ED DOB DOBC D20

O Nl 4y W £

Mot poantis intide o pras CirlG.
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McAfee Endpoint Encryption Support Model

The support model for all McAfee Endpoint Encryption issues is shown in the flowchart below.

McAfee Endpoint Encryption Support Model
Dashed lines = alternative process flow
o}
1%} McAfee YE
2 Endpoint User notified of
'g Encryption resolution
[} Issue
Y
v
—
2
c Helpdesk ticket sent to
Q Service Center S this a request for th Provide
O regional account / YES— credentials to »  Ticket Closed 4——
8 Account info and auth authorization code? administrator
E codes provided as needed
% Iy
""" NO NG
f v v YES
% VC IT Staff works Ticket assigned to
& directly with user j VC staff YES
E Levels [ Issue Resolver!? > Level 1 resolved?
(@) troubleshooting troubleshooting
> performed performed NO
NO.
o
Lo Ticket assigned t
298 icket assigned to
8 o VC staff
>
—_—
D. S Level 2 Issue Resolved
e0n troubleshooting
w performed
NO
£ v
é Ticket opened with
= McAfee Platinum support
T fee Plati Pp!
= O
o & Levels 3,4,5 —
(Ol troubleshooting performed
Lo
g Issue driven to resolution
=

Besides decrypting MEE, there may be scenarios where you need to recover data from the drive.
Although rare, the MBR records could become corrupt and need restored. The processes below highlight

these support process.

Data recovery

The purpose of this process is to show the VC IT staff how to recover data from a drive encrypted with

MEE.

Prerequisites: You must have the MEE regional account credentials, the MEE recovery CD, and a

external thumb drive to store the recovered data.

ITT Corporation — Proprietary
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1. Create a Wintech CD from the wintech.iso located on the file share \\10.32.88.55\packages

2. Plugin the USB drive that you wish to use to back up the data onto. This drive must be plugged
in before the computer is booted up to be recognized. This must be done before you boot using
the Wintech CD.

3. Boot up off of the Wintech CD

4. Select “No” when asked if you would like network support

5. Go to the “Go” button at the bottom left of the screen and select “Programs” -> “SafeBoot

Wintech”
_al L —TEEE. T
—— - —— 1 |
File Edit View VM Team Windows Help R R ::," HNER S |_|L_

System Took

A43 File Management Uity
Startup

Bart Stuff Test

Symankec Ghost v

Remobe Deskbop Connection
SafeBoot WinTech

|To direct imput to this VM, click inside or press Cirl+G, ARHEBEALAOEEE| B

ITT Corporation — Proprietary 19



6. Click “Cancel” at the “Enter Authorization Code:”

gﬁﬁ@\@

SafeTech for Windows
Fle Disk WinTech Workspace Algorithm View Help

T

Enter Authorisation Code:

To direct input to this VM, click inside or press Ctrl+G.

dialogue box

21-04-2005 |Not Authorised [Mot Authenticated [Alg: Unknow 7

QUHBLOSEE|E 4

7. Select the “Wintech” menu and choose the “Authenticate From SBFS” option

File Edit View WM Team Wmduws Help

tll (3 Windows XP EPO < [JF

SafeTech for Windows
File Disk | winTech Workspace Algorithm  ¥iew Help
Authenticate From Database
Authenticate From HP Recovery File

MMount 56F5 as a Drive:

Reset INTL3 Yeckar
Set safe atiginal MER

Remaye EERLZ

To direct input to this VM, click inside or press Ctrl+G.

;EEEQI@

|21-04-2009 [Wot Autharised ot Authenticated Alg: Unknow
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8. Click OK at the Select Token screen

© File Edit View VM Team Windows Hep | B 01 [0]& Eﬁﬁ@|@
= Po x

Cl (@ windows xp EPo ¢ [JI]

SafeTech for Windows
File Disk WinTech Workspace Algorithm  View Help

Select Token

Cancel

[21-04-2009 Mot Authorised [Not Authenticated |alg: Unknaw 7

To direct input to this VM, click inside or press Ctrl+G. 2EHELOFEE| B 4
-

9. Enter your credentials provided for you by the Safeboot administrator
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T o e o e 8 W06 CGT DGBE DEE |

&1 Windows XP VPN X a Windows XP EPO ¢ [ ver 2003 EPO b4

SafeTech for Windows
File Disk ‘winTech ‘Workspace Algorithm  View Help

SafeBoot

Liser name: I |

Passvvord: I

I~ change password

|

21-04-2009 Mot Authorised Mot Authenticated [Alg: Unknow 7

To direct input to this VM, click inside or press Ctrl+G. (=] @ H E @ 9 @ e 2 | Y
- s

10. Go back to the “Go” button in the bottom left and choose the “A43 File Management Utility”

w1 Windows XP VPN x @ Windows XP EPO %

SafeTech for Windows
Flle Disk WinTech ‘Workspace Aljorithm Wiew Help

Accessories »
System Tools »
Startup »
Bart Stuff Test
Symantec Ghost va »
Remate Desktop Connection
SafeBioot winTech
Drive Snapshot

System

Command Prompt (CMD)

Run...

About

Shut down

|21-04-2003 ot Authorised [Autherticated  [Alg: 12

[To direct input to this VM, click inside or press Ctrl+G. e EE T LT
- ]
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11. Afile management utility would have opened up and the encrypted files should be visible on the

C: drive. You can now transfer the files from the C: drive to the external USB drive plugged in.

nl)e B@H| DEe e oI

&1 Windows XP VPN x @ Windows XP EPO ¢ i F=C s delilieio o]

File Edit View VM Team Windows Help

Lt MNew Favorites Go VYiew Tools Help ”GQ + ”;‘é |._|i°| -L'| 1] X
\

[ Desktop e

=] g My Computer |5 Progiams
4 3% Floppy &) % autorurinf
- FibMDisk (2] & wins1IP
[#-<e Local Disk (C:] W\NSHP =71
SRE o iCE [

(<]
[ Cartrol Panel
-l dy Printers
-8 My Network Places
2 Recycle Bin

” Warmal - ||_ Ovenwite [~ Zip Password [ Relative Path [~ Hidden/System |

|5 objeck(s) (46 bytes) | 0 objeck(s) selected

‘ #: 0,00KE Free {159,05ME tokal)

L 21-04-2009 |Mot Autharised [Authenticated — [alg: 12 Vi

Te direct input to this VM, click inside or press Ctrl+G. g @ H E ‘0& @ & = ‘ & 4
jI=——u

MBR recovery

In rare cases, the MBR file may be corrupted which leaves the laptop useless until restored. The
following steps highlight this process.

Prerequisites: In order to follow this process you must have the SDB file from the MEE console.
This can be obtained by opening a ticket with the service center and the enterprise desktop team
will provide this. Be sure to include the machine name in your request. Also, you must have the
MEE recovery CD, MEE regional account credentials, and MEE authorization code.

1. Acquire the Database Configuration file (SDB) for the specific machine from the Safeboot
Administrator. Put the SDB file onto a flash drive and plug it into the machine that you want to
recover the MBR on.

2. Boot up off of the Wintech CD

3. Select “No” when asked if you would like network support
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4. Goto the “Go” button at the bottom left of the screen and select “Programs” -> “SafeBoot

Wintech

=

M OBIL

Accessories

System Took:

BA3 File Managerment Uity
Starkup

Bart Stuff Test

Symantec Ghast v8

Femote Deskiop Connection
SafeBock WinTech

[T direct input te this VM, click inside or press Ctel-G,

McAfee Endpoint Encryption Administrators Guide v3

QEHEGROEEE

5. Enter the Authorization code provided by the administrator at the “Enter Authorization Code:”

dialogue box. This code will change every day
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© File Edit View VM Team Windows Help = H HH@
=
L

2l G windows xpepo o 5] FO X

SafeTech for Windows
File Disk “WinTech “Workspace Algorithm  Yiew Help

DT ]

Enter &uthorisation Code;

|
ol |

21-04-2009 [t Authorised Mok Authenticated [Alg: Unknow 2

To direct input to this VM, click inside or press Ctrl+G. = @ H E @ 9 @ e 2l | A
e ——

6. Select the “Wintech” menu and choose the “Authenticate From Database” option

EEEEEEEEE] =

SafeTech for Windows
File Disk | WinTech ‘Workspace Algorithm  Wiew Help
Authenticate From SBFS

Authenticate From Database

Authenticate From HP Recavery File

IMount SBFS &s & Drive

Reset INT13 Yeckar
Set safe original MER.

Remaovwe EEPC

[21-04-2009 |Authorised  |Authenticated  [Alg: 12 v

FICEL T LTI

To direct input to this VM, click inside or press Crl+G.
= —— =

7. Navigate to the SDB file on the external flash drive and click “Open”.
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‘Bak DEBR DE

—
Edit View VM Team Windows Hep | B 00[D]€

X X @ Windows XP EPO 0
SafeTech for Windows

Fie Disk WinTech Workspace Algorithm Wiew Help

open Ik
Lookin: | % ReMDisk (81 e s o mE

DCocuments and Settings

Fiemame: [ Machine sdb Open I
Files of type: ITranSferDa‘ahase =] Cancel

oA

N [21-04-2009 |authorised  [Authenticated  [Ale: 12 2

FEEL T IEW

ct input to this VM, click inside or press Ctrl+G.

T
=

8. Select the correct machine name and click OK

! File Edit View VM Team Windows Help @ Hi@& i@ :Eﬁﬁi‘@g |
3 el 0 %

2l @ windows e epo 3¢ |5

SafeTech for Windows
Fle Disk WinTech Workspace  Algorithm  View Help

Select Machine =l

—_ [21-04-2009 [not Authorised |authenticated  [alg: 12 v

[To direct input to this M, click inside or press Ctrl+G, FICIEE. TR ELTTIEY
—= e e
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9. Click the “Disk” menu and choose the “Restore EEPC MBR” option

SafeTech for Windows
File: ,W winTech Workspace  Algorithm View  Help
Get Disk Information
Repair Disk. Infarmation

Crypk Sectors
Force Crypt Sectors
Edit Crypt State

Restare MER.

Restore EEPC MER

Maunkt Drive

(. [21-04-2009 [Authorised  [Authenticated  [Alg: 12 v
To direct input to this VM, click inside or press Ctrl+G. 2GR AREE| B 4
= = s

McAfee Endpoint Encryption Frequently Asked Questions

MEE Functionality, Performance, Compatibility

Q: Will the user’s laptop be slow once encryption begins?

I T T McAfee Endpoint Encryption Administrators Guide v3

A: On laptops that are fairly new (1 — 2 years old) the impact will be minimal to none. For older

machines, the impact may be higher and will depend on disk I/O and memory.
Q: If a user shuts down in the middle of encryption, will this crash their system?
A: No, the encryption process can be stopped and started without issue.

Q: Is it possible for an end user to uninstall or stop McAfee Endpoint Encryption?

A: No, MEE encryption services cannot be stopped locally nor can the product be uninstalled
without interaction from the MEE console or the recovery CD with proper credentials.

ITT Corporation — Proprietary
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Q: With Pointsec, we were required to prep the drive using defrag and check disk commands. Is
this required for MEE?

A: MEE does not require these steps and will detect and skip any sector deemed inadequate.

Q: Can CPU throttling be enforced in the Safeboot product so that performance issues are held
to a minimum?

A: Safeboot will rely heavily on disk I/O during encryption and not necessarily CPU. There is no
function to throttle disk I/O during encryption.

Q: Are there issues with using Safeboot on solid state drives?
A: Safeboot can be used to encrypt solid state drives however as the drive fills it may slow down.

Q: If Safeboot cannot encrypt Linux devices, are we to continue using Pointsec?
A: We should avoid using Pointsec unless absolutely necessary. Linux comes with an embedded
encryption product which can be used until Safeboot is compatible with Linux.

Q: Will credit be given back to the VC for Pointsec licenses bought this year?
A: No although the cost different between Pointsec maintenance and Safeboot maintenance is
expected to wash out these costs.

Q: Can Safeboot be embedded in an OS image?
A: No, it is not recommended to embed Safeboot onto an image unless that image will be only
used on the same system the image was created from.

Q: Which platforms can Safeboot encrypt?
A: Windows XP 32 bit (not 64 bit), Windows Vista 32 bit and 64 bit

Q: What is the average time to encrypt a system?
A: Testing indicates that encryption time can vary from 2 hours to 10 hours. All of this depends
on the size of the drive and performance of disk I/0.

Q: Are there minimum system recommendations?
A: There are not although the older the system, the longer it will take to encrypt initially.

Q: Can Safeboot encrypt thumb drives and other hard drives?

A: Safeboot has the capability to encrypt thumb drives although that function is disabled.
Further testing and planning will be required to use this. Secondary hard drive and external
SATA hard drives can and will be encrypted by Safeboot.
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Q: Will Safeboot encrypt eSATA external drives?
A: Yes.

MEE for Linux
Q: Will MEE encrypt Linux?

A: At this time MEE will not encrypt Linux. The McAfee Technology Roadmap shows this will be
available in Q1 of 2010. ITT will investigate more as that timeframe approaches.

MEE Security

Q: There are regional admin accounts and an authorization code needed for the removal of
McAfee Endpoint Encryption. What controls are in place to ensure these aren’t compromised?

A: The regional admin accounts have complex 12 character passwords that will change every 30
days using randomized algorithms. The McAfee authorization code can only be obtained from
authorized ITT personnel who have credentials to access McAfee’s service portal.

Traveling Users

Q: For users the travel, what is the best way to encrypt their laptops?

A: Since MEE is simple to deploy, you can deploy MEE to a user’s laptop over VPN. Once
deployed, the user can reboot and as soon as they re-connect via VPN the encryption process
will start.

Pointsec
Q: What is the fastest way to decrypt / uninstall Pointsec?

A: Unfortunately there is no quick way to remove Pointsec from a system. If you can ensure the
data on the system is backed up to date, you can reimage the machine. Otherwise, you will need
to follow the Pointsec uninstall process which is available on the ITT portal <enter link here>.

MEE Console
Q: Will VC staff have access to the McAfee Endpoint Encryption Console?

A: At this time, the console will be managed by the enterprise desktop staff. As MEE becomes
more prevalent in the environment, and requirements become clearer, we will be open to
changing this strategy.
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MEE Cost

Q: How will maintenance be handled?
A: Maintenance will be charged annually to all systems encrypted with Safeboot. This cost is
approximately S5 US dollars per system.

Q: What is the license cost per system?
A: The license cost is approximately $25 USD per system.

Q: | expect my environment to change while conducting this deployment. How will we address
this when charging back license costs?

A: The initial scope was generated based on a snapshot of the environment at a point in time.
The list used for the initial deployment will be normalized to ensure the VC is only being charged
for what was deployed.

ePO / MEE Integration
Q: Will MEE integrate with the ePO console?

A: Currently MEE is a separate product from ePO and does not integrate. The 2010 McAfee
Technology Roadmap states the goal is to integrate MEE into ePO however. ITT will revisit this
as 2010 approaches.

MEE Misc

Q: Is Safeboot CESG approved for using in Defence UK sites?

A: Yes, Safeboot is CESG approved

(http://www.cesg.gov.uk/find a/cert products/index.cfm?menuSelected=18&displayPage=1528&
id=336)

Q: Can Safeboot be installed on a system that has hardware encryption enabled?
A: Conflict with hardware encryption and Safeboot has not been tested. It play it safe, the
recommendation is to NOT deploy Safeboot to devices with hardware encryption enabled.

Q: Will site administrators get access to the regional account information to uninstall Safeboot?
A: Yes, ITT site administrators will be allowed to get the regional administrator credentials.

Q: How will you manage the credentials in the Defense Safeboot environment?

A: Defense credentials will be different from Commercial since there are two different Safeboot
infrastructures. For additional details on Defense credentials email Brad Marr.
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Q: How can | check on the status of MEE on a laptop?

A: In the system tray, there should be an icon which looks like a monitor with a lock over the top

Right click on this icon and select “show status”
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